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THERE’S A BIG BUZZ about wireless
security and the inherent risks of deploying
mobility initiatives across both the enterprise
and SMBs. But what does “wireless security”
really mean? Why is wireless security a
critical issue to businesses? How can channel
partners help SMBs understand how to
implement a solid wireless security strategy
for their networks?

The transformation of wireless networks
from tightly controlled voice platforms
using the PSTN at the core to IP networks
that are faster, more efficient and reliable
has introduced many more ways in and out
of a mobile network and, thus many more
points of vulnerability. Furthermore, the
transition to 3G, which delivers high-speed
data to increasingly sophisticated equipment
makes security hazards, such as distributed
denial of service (DDoS) attacks, viruses
and worm outbreaks a real concern for

mobile platforms. When you think about it, &

smartphones essentially are small form factor
PCs, and with their interconnections to the
network comes a new set of security risks
— both as a target and source of potential
hacks, worms or viruses. Even without fancy
gadgets, just the use of wireless modem
cards in laptops for peer-to-peer applications
presents a threat.

Calculating all of these changes in the
mobile network combined with the changes in
how businesses use and access that network,
it is clear that wireless dealers and their
customers must understand how to take
precautions to ensure their data integrity. A
secure mobile business strategy requires a
layered approach. Wireless security impacts
a company’s IT infrastructure in several ways
from managing the applications (e-mail or
GPS, for example) that reside on a mobile
device or laptop to the management of the
devices themselves, including policies to
handle theft or loss, to the network links that
allow for the transmission of data between
nodes on the network wirelessly.

Gaining control over the security risks of
deploying mobile initiatives is a high priority
forenterprisesand SMBs, according toasurvey
of 1,500 telecom decision makers conducted
by Forrester Research Inc. According to Info-
Tech, small and medium businesses spent
close to one-third more on mobile voice
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and data in 2006 than 2005. There was a
simultaneous increase in spending on \OIP,
mobility and security, the research showed.
This article will focus on the SMB space as
the segment where channel partners have the
most influence, traction and success to date.
Applications. Wireless e-mail is still the
most widely adopted wireless application.
It is the gateway wireless app that opens up
the need for security policies as corporate
information is now accessible on small, very
powerful smartphones. In 2006, the wireless
e-mail adoption rate was at 28 percent with
calendaring at 25 percent, according to
Info-Tech. E-mail and calendaring apps are
predominantly found on smartphones, which
are simply phones with a highly sophisticated
operating system, such as the BlackBerry or
Treo models. While Research in Motion, the
company behind the BlackBerry, has its own
proprietary e-mail platformand servers offering
government-approved levels of security; Palm
Inc. manufactures Treos, which typically are
coupled with Good as an e-mail middleware
to deliver e-mail and calendaring functionality.
Smartphones represent an undeniable business
advantage by providing anywhere, anytime
access to information, but they also create a
risk factor to companies as they are vulnerable
to loss, theft or malicious attacks potentially
compromising sensitive corporate data. These
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micro-computers now hold gigabytes of data
which make security policies and compliance
at the user level paramount for keeping
corporate security.

Devices. Some 250,000 devices are left
at U.S. airports every year, according to
Business Management Magazine. This opens
up security risks by rendering these devices
vulnerable to unauthorized viewing of user
IDs and passwords to corporate servers and
applications. According to the RSA Security
Password Management Survey conducted in
September 2005, 22 percent of users keep a
list of passwords on their devices. As a result,
research firm IDC predicts mobile device
security software spending in 2008 will reach
$993 million. At the same time, IDC expects a
surging increase of hoth the sophistication and
number of attacks at mobile devices.

Links. Wireless network infrastructure
and the network links used to access
corporate information round out the last major
component of security concern. These network
links can be wireless local area networks
(WLANS), wireless access points (one or
more wireless radios that allow any user with
a wireless computing device to access the
Internet), mobile broadband routers or any
type of method of remote access to corporate
data utilizing a wireless network to send and
receive information.



